Inappropriate material


Procedures for reporting and logging inappropriate material found on the Internet.

The Internet provides access to a wide range of information and materials, a small proportion of which will be considered inappropriate for viewing at school. 

Schools may wish to debate and define what they consider “inappropriate” for their individual communities but all would agree that explicit sexual, racist and violent materials would be unacceptable for viewing by staff and pupils.

The school should ensure that the users of the Internet are protected from inappropriate material by having reliable and maintained filtering software in place.

However, filtering systems are never 100% effective and users of the Internet can occasionally find that they are accidentally viewing inappropriate material. This can come about in a number of ways including:

· by directly typing the address of a web page that they do not know contains such material

· by mistyping the address of a legitimate web page

· by receiving “Pop Up” advertising for “Adult” web pages

· by receiving “SPAM” (the electronic version of junk mail)

· by receiving malicious email.

The school network keeps a log of all Internet activity and can identify which computer, and therefore which user, has visited any particular site at any given time. In order to protect users from being accused of deliberately accessing inappropriate material the school should put in place a procedure for reporting and recording such occurrences.

In the event of a pupil or member of staff accidentally viewing or receiving inappropriate material the school should have a procedure in place to deal sensitively and quickly with the incident.

The school should have:

· A publicised policy for dealing with such incidents.

· A procedure for gathering information from the screen when an incident has occurred.

· An incident log, which records such events.

· A procedure for notifying the parents’ of pupils involved in such incidents.

· A reference in the Bullying policy to email and the Internet.

The school’s pastoral care systems should be aware of the range of materials on the Internet and have strategies for informing parents or guardians of pupils exposed to it.

The following procedure is offered as an example.

If a User sees or receives inappropriate material.

The user should close down the browser, leaving the computer on, (or turn the monitor off) and report the incident to the supervising member of staff immediately. If the user is a member of staff they should report the incident to the headteacher or his/her representative.

Action

The supervising member of staff should make a note of:

· the date 

· time

· user’s name

· class/teaching group

· machine location

As far as possible the member of staff should isolate the computer for the rest of the lesson and request the presence of a senior member of staff before viewing the screen. 
The following information should be gathered:

· The media of the material - still image, moving image, text, etc. 

· The content of the material - Sexual, violent, racist, bullying, etc.

· Is the material coming from a web page, email, chat room, advert or other source?

· Can the origin of the material be established? URL, email address, name of website / author / company.

Action
The member of staff should record the information in the log and inform the TCSC who will advise the managers of the central filtering systems to block the offending material.

If a pupil was the user at the time of the incident the school may consider it appropriate to inform the pupil’s parents of the incident.

Example of an Inappropriate Material Log
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